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ABSTRACT: This paper shows how the ideas of web services and Model-Based Data Management (MBDM) are
merged in two “C2IEDM Web Service” families realized by the VMASC team within the Battle Management Language
(BML) group. Although being developed within the team for the prototype, the services can be used in other systems
and projects easily, as they can be adapted and configured to serve alternative needs.

To support unambiguous definition of data element for information exchange, the ideas of MBDM have been
implemented, resulting in a data mediation service based on the use of the Command and Control Information
Exchange Data Model (C2IEDM) as a common reference model. Generally, data engineering includes four parts: data
administration, data management, data alignment, and data transformation, of which data management, alignment,
and transformation are of particular interest within the BML group. Applying MBDM, results are documented for data
alignment using a commercial tool to map, aggregate, and disaggregate data, and remove/create duplicated data. This
results in software products and configuration, that are directly used for data transformation: The commercial
solution supports XSLT and Java-based mapping methods to set up transformation layers between both XML and
database approaches. In BML, this is used to set up a C2IEDM based data mediation service speaking C2IEDM as
well as the language to be mediated (in our case BML).

The second service family contains C2IEDM based information exchange and storage services, which use the tag set of
the coalition name space of the US DoD XML Repository to store, retrieve, and exchange information based on the
C2IEDM. These services can be source and target of simple C2IEDM data replications. When combined with the
C2IEDM based data mediation service, the C2IEDM based information exchange, and storage service can be used to
store and exchange information of every mediated language.

The two service families can be used in M&S infrastructures, such as Extensible M&S Framework (XMSF) prototypes,
the Joint National Training Capability (JNTC), or the Distributed Continuous Experimentation Environment (DCEE),
as well as in Global Information grid (GIG) infrastructures, hence, connecting both worlds effectively and efficiently.

information exchange data model was

1 Introduction presented to SISO in 1999 in [1].
The work described in this paper has its academic roots e Presenting the possible applicati.on fields of
in many articles presented to the Simulation heterogeneous  data  federations  were

Interoperability Standards Organization (SISO) before, presented in paper [2].

such as the following:

e The first recommendation to use the Data
Model of the Allied/Army Tactical Command
and Control System (ATCCIS) as a common
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Recommendations to use the Command and
Control Information Exchange Data Model as
done in this paper have been summarized in

[3].
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The principle ideas of data engineering in general were
also presented to a broader audience in [4]; this
generated very positive and encouraging collaborations
on related issues contributing to the work described in
the following sections.

While many of these papers were more or less theory,
this paper presents how the ideas were applied within
the portions of work conducted by the Virginia
Modeling Analyses & Simulation Center (VMASC)
related to the projects Extensible Battle Management
Language (XBML) and Air Operations Battle
Management Language (AO BML). In both projects,
VMASC was integrated into an overarching team
comprising partners of Alion Science & Technology,
Atlantic Consulting Services, Inc., George Mason
University, and Gestalt, LLC. The work described in
this paper is therefore just a small contribution to the
general approach to couple Command and Control
(C2) systems and M&S system based on a common
Battle Management Language. Papers [5, 6, 7] will
give the broader view on the ideas framing the work
and go beyond the ideas described here. In particular,
the mapping work done by our partners of ACS must
explicitly be mentioned, as they are the basis of our
approach [8].

Finally, the techniques described in this paper have
alternative uses, specifically for developing prototypes
in XBML and AO BML. We do see the role of
VMASC as a generator of ideas and prototypical
solutions for the future, while our industry partners
focus on implementations which are operationally
“safe enough for real users” in experimentations
outside the “academic ivory tower.” However, this
does not mean that the implementation ideas presented
here are not mature. We were able to integrate our
services into the prototype of our partners within two
days and did not have a single crash during the
demonstrations during I/ITSEC 2004; however, our
focus is to show what will be possible soon, not to
create systems. The fact that VMASC is publishing
these ideas separately in this paper is "academic
culture”; it should not be seen as an attempt to decrease
the value of the work of our industry partners. We are
working in an emerging research & development area
and alternative implementations and discussion of pros
and cons is necessary for scientific progress; and it is
this progress we want to contribute to with the ideas
discussed in later sections.

The idea VMASC wanted to implement within the
XBML and the AO BML project is described in detail
in [3,4]:
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We want to use an open standard web based
approach to couple legacy systems of the C2 and the
M&S systems based on the international information
exchange for military operations: the Command &
Control Information Exchange Data Model
C2IEDM!

The result is a web service architecture that can be
used to translate any XML schema into an equivalent
C2IEDM based XML schema, if the information
elements are sufficiently similar. This is done with the
first web service family. Furthermore, XML
documents supporting C2IEDM - either natively or
after transformations based on the first web service set
— can be used to populate a C2IEDM database
implemented on open standards. This database is
accessible via the second web service family. Finally,
the information can be displayed using open web based
approaches as well, again using web service to allow
the use of alternative implementations, such as already
existing C2IEDM implementations.

The authors see both service families as a possible
contribution to the current ideas discussed within the
NATO M&S Exploratory Team ET-016 on Coalition
Battle Management Languages as well as for the SISO
Study Group dealing with the same issue. The core
idea can be summarized as follows:

e The works described in [2, 3, 4, 6, 8] show
that information elements describing the same
domain can be principally mapped to each
other. Data engineering [4] defines a method.

e  The military domain is sufficiently covered by
the information exchange data elements as
currently defined and described by the
C2IEDM. A complete definition of every
data element is part of the documentation.'
The extensibility of C2ZIEDM to meet national
concerns has been proven several times within
NATO.

e Information exchange requirements can be
modeled and documented in XML. Setting up
XML interfaces for applications supporting
information export and import is a standard
procedure being tool supported.

e Our first service family translates an XML
dialect into C2IEDM  structured XML
documents. As an application with an XML
interface doesn’t have to change — and the

' The complete documentation including scripts is
available at http://www.mip-site.org
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migration to XML is commercially supported
by tools — this approach is a convenient way
to make a system C2IEDM compliant.

e This C2IEDM compliant XML documents
can be used either for immediate information
exchange — as the translation goes both ways
— or to store the information in a C2IEDM
compliant database. This database can
become source and/or target of data
replication mechanisms as implemented for
C2 systems, in particular of the newer
generation.

These ideas are summarized in the conceptual schema
depicted in Figure 1.

” Mutiiateral
PSli?\Tilcneg Interoperability
Air Force Program
Planning Mediation Joint
Service —» Service — Execution
Arrmy 1 1 Service
| |
1 1
| |
1 1
i I I i
Alternative 1 1 Alternative
Planning - 02|EDM - 4  Execution
Services Service Service

Figure 1: Battle Management Language Services

The necessary details will be discussed extensively in
the following sections. VMASC is currently working
on a version that can be downloaded for projects of
interest to the sponsors, i.e., the Defense Modeling &
Simulation Office (DMSO) and the Joint Forces
Command (JFCOM), which will include international
collaboration.

2 BML Service Architecture

Within this section, we will set the stage by describing
the overall architecture. As stated earlier, the system is
defined as one providing two different families of
services, namely data storage (to the C2IEDM), and
data mediation (between existing systems — simulation
systems, C2 systems, etc). Before diving into a
detailed description of the architecture and its various
components, let us first look at some definitions.

A system’s architecture is defined as “the structure or
structures of the system, which comprise software
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elements, the externally visible properties of those
elements, and the relationships among them. “[9]
Based on this definition, our architecture must be
comprised of the elements that make up its intended
processes (i.e. — data storage and data mediation), as
well as the external (connectivity supporting)
properties of those elements.

In order to accomplish this task, we chose to design the
system using the principles of service-oriented
architecture (SOA). A good working definition for
SOA is a system for linking resources on demand. In
an SOA, resources are made available to other
participants in the network as independent services that
are accessed in a standardized way. This provides for
more flexible loose coupling of resources than in
traditional systems architectures.”

In light of this definition, the use of an SOA to
implement our systems becomes  obvious.
Furthermore, there are many other advantages to
adopting this architecture, namely

e The state of the client does not affect the state
of the service. The client (C2 system,
Simulation System etc...) requests
information in a clearly defined format
through an interface, and the service provides
the information in a fashion unknown to the
client

e The disappearance of a client does not affect
the overall system (which is not true for
traditional architectures). Other clients
continue to be served as needed. This means
that only the service is aware of all of the
participants thus making it the only mediator
between the participating systems.

e Data mapping and data storage can be offered
as distinctive components of the same service.
This allows a substantial reduction of
overhead data during the information
exchange since static/setup data will only be
communicated once.

e The SOA approach reduces the role of the
client (subscribing systems) and puts the onus
on the service to internally perform all the
tasks and only return pertinent results

The most common implementation of SOAs is found in
commercial web services. Web services are

2 See http://looselycoupled.com/glossary/
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standardized and accepted for all targeted application
domains.

A further defining aspect of our architecture is that it
is based on the principles of Battle Management
Language. BML is defined as ‘“the unambiguous
language used to command and control forces and
equipment conducting military operations and to
provide for situational awareness and a shared,
common operational picture.” 5]

One of the stated goals of our system is data mediation
between widely different C2 systems and other
systems. To support that goal an unambiguous
language such as BML is exactly what is needed to
provide interoperability. This is done by providing for
a standardized way to address troops, define and
describe all elements that can be expected to be found
within the battle space, and provide for past, present,
and future (proposed) views of the interactions of
troops with the elements of that battle space.

In other words: BML describes missions to be
conducted and means assigned to accomplish this
mission within spatial-temporal constraints; or even
simpler: BML comprises military orders in the actual
context: Who is doing What, Where, and When, and
Why is he doing this. In the net-centric world, this SW
principle is sufficient as the local commander decides
on the use of his resources within the constraints on its
own. However, based on earlier concepts not stressing
this form of Auftragstaktik (responsibility of the local
commander based on the commander’s intent), the two
fields of How he has to accomplish the mission, and
Which resources he has to use are defined as well.
While this 6W+H scheme seems to be inappropriate
for new military tasks with real military decision
makers, it is a valid approach for simulation systems
with insufficient interior decision logic. If a Semi-
Automated Forces (SAF) system does not support the
“How” and “Which” decisions needed to derive
situation-adequate orders from the commander’s intent
for the simulated entities, this information must be
provided by the BML user.

However, let us get back to the technology discussion.
The various elements of our services oriented BML
architecture accomplish the goals of data storage and
data mediation in two ways. First, they give a method
of communicating and describing data for the
externally exposed connections into the system.
Second BML provides a method of communication
between the service elements.

So far, this is an appropriate first set of definitions of
()swhat, systemarchitecture yiss»(2), why we chose

05S-SIW-019

2005 Spring Simulation Interoperability Workshop
San Diego, California, April 2005

services oriented architecture, and (3) why we have
encapsulated all this within BML. However, we did
not describe yet what our individual services are and
how they support each other and connect to outside
systems.

As mentioned above, our system really entails two
families of services. These two service families are
data mediation, and data storage.

Within our architecture, data mediation is the web
service that allows for the transfer of data between two
(or more) distinct and different systems. This is
accomplished through the standard web services
practice of having an exposed web services definition
language (WSDL) interface that describes access to the
service. As intended, the WSDL gives a definite
description of the data elements that are needed to
access the service, and a definite description of what is
returned, but it does not provide a description of what
manipulations the service provides on the data. The
underlying assumptions are not defined by the WSDL.
To address this, at least in our system, we rely on the
fact that BML is intended for unambiguous
communication — meaning that the elements
comprising the SWs are self-explanatory.

For systems to interoperate through our mediation
service, it is necessary and sufficient that they
communicate with the BML view that the WSDL
presents. Additional systems can join via the same
mechanism. This flexibility based on only one data
translation is the key to the exceptional value that our
data mediation service provides. If each system that
wishes to communicate with any number of other
systems takes care to ensure that its data
communication adheres to the WSDL, it is then (with
one translation of it’s internal data to that WSDL) able
to communicate with all other systems that are thus
compliant.

The second service family provided for by our system
is that of data storage. The data storage service
connects internally to the data mediation service and
pulls information from it; again with a service
connection based on the principles of BML. The data
storage service records data in a relational database
identical to the C2IEDM data reference model. The
storage service is treated, conceptually, as another
outside system by the mediation service. This allows
for any outside system compatible with the WSDL to
also have its data stored within the C2IEDM enabled
data storage service. The following figure illustrates
how the separate systems communicate with each other
through our service families, and how that
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communication enables the concept of direct system-
to-system connectivity.
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Figure 2: Conceptual View of the SOA

Currently, we are discussing

1) Whether the WSDL is sufficient as a
“container” for data describing BML or is
additional information needed for BML, such
as ontology languages, and

2) Whether the structure of the XML schema
supported by the WSDL should directly
reflect C2IEDM data elements, or it would be
better to use data structures directly derived
from BML work, such as the 5W elements.

This discussion goes beyond the scope of this paper; it
is conducted in detail in other papers. The approach
discussed in this paper uses web services and C2IEDM
elements, but the technology can be applied to other
reference data models and can also be extended to
ontology languages.

3 BML C2IEDM Services

Within this section, we will deal with the C2IEDM
services having been defined and implemented for the
BML project in more detail. We will start with the
definition of the XML tag set used to exchange
information, and then will present the two service
families: data mediation and information exchange &
storage services.
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3.1 The C2IEDM XML Tag Set

XML is a well-formed text based markup language that
is increasingly used as the standard for information
exchange on the web as well as for data
documentation. The purpose of XML is to describe,
identify, and even qualify the data contained in a
document. XML is used for traditional data
processing, document-driven programming, archiving
and binding. In addition, XML has the advantage of
being hierarchical, linkable, easily reusable, and easily
processed. It makes perfect sense and becomes
common practice to use XML as a mean to describe
database contents. In our work at VMASC, we use
XML to support the implementation of the mapping
from the BML data to the C2IEDM data model (data
mediation) as well as to access the C2IEDM database
(data storage).

The information generated from C2 systems is
generally stored in relational databases. In order to
take full advantage of the power of XML, the data
needs to be represented in XML in accordance with the
W3C  standard for  well-formed documents.
Furthermore, many software packages can be used to
directly move a set of data from a traditional relational
database view to a more flexible XML view. Our
evaluation of possible tools resulted in the selection of
Altova MapForce [10], which supports different
coupling methods, languages, and platforms, and
which does not only support basic mappings but also
complex mappings (see section O for details). It
provides developers with the ability to connect to most
of the relational database and generates a well-formed
XML document. Furthermore, MapForce can create a
document based on the raw data provided in tabular
format for projects that do not require schemas.
However, in addition, from the relational database it
has the capability of creating an XML schema that
maintains all relationships and dependencies of the
source model, and respects identity constraints.

The tag set thus generated is directly related to the
original data set. This method has the advantage of
preserving all of the previously established data
structures and their relationships. Therefore, there is
no loss of information when the XML schema is
generated. Furthermore, since data interoperability can
be defined as the ability to reuse data from one C2
system to another without outside intervention, it is
then possible to use available XML tools to map the
contents of any number of data sources.

Providing a tag set directly related to the source
database in the fashion described earlier in conjunction
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with the adherence to the DoD standards holds several
key advantages. The most important one is the fact
that it allows the implementation of the mapping
solution as a service oriented architecture taking full
advantage of the power and flexibility of commercial
web services. It also allows the creation of a highly
reusable and transportable data-mapping tool using
XSLT. This tag set is used extensively to implement
the data mediation service.

In addition to these more general observations, there is
a particular advantage within the US: In order to align
the name spaces within XML oriented applications
within the US DoD, in particular within the Global
Information Grid (GIG), the US DoD XML Registry
was established. This repository of XML tag sets and
schemas is used to collect all relevant XML tag sets
used within the responsibility of the US DoD. In
addition to the DoD XML Registry, where XML tag
sets are simply registered, the U.S. Department of
Defense established the “DoD Metadata Registry and
Clearinghouse.” Similar to the hierarchy of applicable
doctrines, the XML Registry is structured as well into
coalition namespaces, joint name spaces, service name
spaces, etc. The first entry into the coalition
namespace is an XML version of the C2IEDM derived
by experts of the Institute for Defense Analysis (IDA).
Using this tag set ensures that all advantages
envisioned in papers like [3] can be automatically
utilized.

3.2 The C2IEDM Information Exchange &
Storage Services

As described in detail in [3], the Command & Control
Information Exchange Data Model (C2IEDM) is an
interoperability solution that was developed by NATO
experts and which is now managed, improved, and
distributed by the Multilateral Interoperability Program
(MIP).

The utility of C2IEDM goes far beyond the battlefield
for it can be used in live, virtual, or constructive
training scenarios. The data model is a medium for
information exchange and transmits the data that is
needed or requested rather than all the data it houses.
This specific data transfer feature allows multiple C2
systems to then become interoperable and pull only the
data it needs from the data repository, which they
share.

The C2IEDM standard specifies only a need for the C2
system conform to the information architecture leaving
all other matters of operations to the connected
systems... This naturally creates.a -hub-like architecture
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in which the C2IEDM Database repository rests in the
middle of any set of C2 systems. The central
information hub is an idea similar to the premise that is
driving the current development GIG.  Multiple
nations, not limited to NATO partners, and various
experts have contributed to the development of
C2IEDM. Special care was taken in order to make the
standard extendable, as information requirements of C2
systems are liable to change as time goes by. The
C2IEDM contains three well-integrated views:

e  The conceptual model within C2IEDM covers
concepts with any remote military
significance i.e. organizations, actions,
reporting capabilities, land features, weather,
etc.

e The second model is a logical model in which
the concepts are linked together first forming
aggregation relationships (i.e. organization,
units), and then cross concept relationships
(i.e. actions, units/organizations carrying out
action).

e The final model is then the physical model,
which allows C2IEDM to be represented as a
physical database where actual data can be
stored. This physical form can be represented
as the database itself or entirely as an XML
schema, as already explained in section 3.1.

The natural normalized structure of C2IEDM creates
several areas of natural concept relationships. A
mission statement is usually comprised of elements,
which are important to make it complete and
unambiguous. Following the terminology of the US
Army, the BML Framework describes these elements
as being the 5Ws (see discussions in section 2) of an
order.

Exploiting C2IEDM’s logical framework allowed the
fast identification of a subset of concepts in which the
5Ws could be defined. Similar exercises are described
in earlier papers referenced in [1,2]. The basic concept
areas used for the SW included:

e  Organization, in particular the derived units,
specifying the who

e  Action, specifying the what and when

e Location, in particular in association with
object items and actions, specifying the where

Each concept area is composed of multiple tables that
enable linking and the explicit specification of
information. Figure 3 shows the interpretation as used
in the VMASC database. It should be pointed out that
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additional papers show the generalization of this idea
and its extensions, in particular [8].
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Figure 3: Sample Tables in C2IEDM Database

The storage service was implemented in form of a
MySQL database. As the overall architecture uses web
services to access the repository, XML interfaces based
on the coalition XML namespace tag set were defined.
The GUI of this database is implemented as a web
service itself, and can be used independently from the
database itself (only the service directly accesses the
database).

For insertion purposes, the GUI presents pre-formatted
templates to the user to insure the correct insertion of
data. The C2IEDM format is very precise having a
very small margin error. Each template once filled
accesses the services, which allow them to fill the
concept area of the database for which they are
attached too. Section 4.1 describes ongoing work
concerning the improvement of the GUI.

The retrieval of data requires a key in order to identify
what or whose information is being requested. In
addition to using system-defined keys, for testing and
stand-alone purposes, the GUI has the feature to
provide the user with a listing of all available
organization keys that are in the system. These keys
are used to access the organizations’ information (a
5W mission). The retrieved information is displayed in
a simple SW format. As stated before, section 4.1 will
show improvements.

In summary, this web service family implements a
C2IEDM compliant MySQL database with an XML
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interface based on the C2IEDM XML tag set of the
coalition namespace as submitted to the US DoD XML
Repository. For access and display of the information,
web services are utilized, so that display, access layers,
and database can be distributed.

In addition, all components can be downloaded free
from their distributors; all standards used are open and
are easily obtainable.

3.3 The C2IEDM Data Mediation Service

We think that using C2IEDM to generate data
mediation services utilizing the ideas and concepts of
Model Based Data Management (MBDM) is a good
example to support unambiguous definition of data
element for information exchange [3]. As defined in
[4], data engineering based on mediation services of
C2IEDM includes four parts, namely data
administration, data management, data alignment, and
data transformation.

Data administration is the process of managing the
information exchange including documentation of the
source, format, context of wvalidity, fidelity, and
credibility of data. Our C2IEDM data mediation
service family was originally designed and
implemented with the purpose of supporting the
information exchange between the multiple source
database (MSDB) used in earlier prototypes, and the
C2IEDM database. The insights led to a much broader
concepts resulting in XML based mediation services.

In our initial example, the validity of data, which is
translated from the MSDB, needs to be identified first,
such as if a non-null field has null data. Next, data
fidelity, i.e., whether the valid data is translated
correctly, is checked based on internal relationship of
each database and mapping documentation provided by
our partner ACS. For example, when a non-primary
data in MSDB is mapped to another non-primary field
in C2IEDM, necessary primary key mapping must be
issued for pursuing a non-duplicate record. Finally,
data credibility, whether the data has been correctly
mapped to C2IEDM, is executed, which is measured
by the basic definition of C2IEDM to have the right
meaningful data in the right field of C2IEDM.

Data management is planning, organizing and
managing of data by defining and using rules, methods
and tools. In our initial C2IEDM data mediation
service, we used MSDB and C2IEDM database
implementation based on MySQL. The mapping that
needed to be supported by data management was
twofold. First, we needed to map the Joint Command
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Database (JCDB) elements plus its BML extensions
used within the MSDB to the C2IEDM in order to be
able to populate the C2IEDM implementation using the
original BML data for validation purposes. Second,
we needed to map the XML tag sets as used in the
BML WSDL to the C2IEDM database in order to
allow dynamic update and insert of data during
runtime.

Data alignment ensures that the data to be exchanged
exist in the participating system as an information
entity and aggregation/disaggregating of information
entities are applied so that they match the information
exchange requirements, including the adjustment of
data formats. In the C2IEDM data mediation service, a
mapping tool called MapForce makes the whole data
engineering process easier. In the evaluation phase,
MapForce has been identified as our first choice for
XML, database, flat file, or EDI® data mapping for
advanced integration projects such as BML. The
following figure gives a principal overview of the
supported functions and formats. A description of
MapForce is given in [10]. This visual data mapper
can automatically generate custom mapping code in
XSLT 1.0/2.0, XQuery, Java, C++, and C#. With the
power to map any combination of XML, databases, flat
files, and EDI to XML, databases, and/or flat files,
MapForce is an appropriate tool for data management,
data alignment and data transformation for information

exchange.
(Vv @ XELT1.0
KELT 2.0
AQuery
apForce Engine Code Generatarta G+
{0 preview output | automate transforms ‘(J:i:a
k.
AWML Text SaL
file file script

Figure 4: Functionality of MapForce [10]

3 EDI (Electronic Data Interchange) works by providing a

collection of standard message formats and element
dictionary in a simple way for business to exchange data
via any electronic message service.
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How is MapForce used for data alignment in C2IEDM
data mediation services?

First, the source and the target information description,
in our initial example the MSDB and C2IEDM
databases, are connected to MapForce, in our example
using the MySQL ODBC driver.

Next, we use the visual mapping tool to manually draw
the connections between the fields to be managed. For
example, in Figure 5, the left window is showing the
source database MSDB and the right window is the
target database C2IEDM; the line between
“eorg index” in table “en org pt” of MSDB and
“loc_id” in table “loc” of C2IEDM is manually drawn
to identify the mapping connection.

0 Nsop
4[5 en_org pt AR 0e

....... Eenrg_indx E...‘...ELUC_IIJ
....... Eenrg_input_id i "'ECH—CDM
------- Eenrg_pt_id E_lloc @)
------- [Lloc_asse_cd

------- Ecurr ent_latitude
------- Ec\ur ent_longitudef
------- Eaccuacy_qty

------- Evrt_precsn_qty

------- Eelevation_l :
piringl result]
....... Ecnuse bstring

j ....... Elspeed_hh j

j coneat

Figure 5: Example of Mapping with MapForce

In the process of data management, data are aggregated
or disaggregated frequently to match the information
exchange requirement when mapping from MSDB to
C2IEDM. MapForce has a library, which provides
functions to implement frequent data mapping needs.
For example, the function “concat” used in sample 1
concatenates to strings. Other functions like “left”,
“right” together with “filter” and “constant” can
support dividing data fields into necessary sub-
components.

The following figure shows a more complex example
with non-trivial functions used within the mapping.
The left ten characters of field “date modified” are
taken as a date, which is mapped to
“PLND_START DATE” in target database. Function
“left” and “constant” are first used to take the left ten
characters of “date modified,” then function “equal”
and “filter” are applied to check the matched foreign
key. Because table “bml2_activity” and “bml2_act”
are related by foreign key “when id,” also table
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“bml2_activity” has a primary key mapping with table
“act_task” in target database.

[ C2IEDN
+|DEbel2_activity ._——'—'—_—";Elaﬂ
- activi ty_id & code=from-char r """'EA’CT—ID
E"'-Eorg_id ZWalue | resilil '---ECRT_U]]]E
E org_input_id ""“Elﬂl
[iwhat_ed_id i equal - [T]AUAL_CODE
-‘Erhen_i d La{resultl """EPW_CU]]I
[fwhere_id b 7 [P URE_DET_CODE
i -Econlexl_nrder [ act_functl_assoc
E----llate_ln(lii:'ietl /“ E filter FIEE act_objve
EbllZ_l'hen defrow cesdlth - HE=lact_task
- I'hen_i d ;_1I4Db001 ‘"""EET_TASK_I]]
- [jdate_modified - [T]CAT_CODE
1 fy Left - [ZJACTY_CODE
betring L ......|]|_]|]m
e - [ESTINATED_DUR
......E.u_mm
I [c= Jrog= | - [[IPLED_START_DATE

Figure 6: Example of more complex Mapping with
MapForce

Removing and creating duplicated data are another
usual procedure within data engineering. For many to
one (m:1) mappings, which may create duplicated data,
MapForce allows the user to generate duplicated tables
to implement this mapping. In the third sample
displayed in Figure 7, the table “loc” is produced twice
to match the fields mapping from “eorg_index” and
“eorg_input id” to field “loc_id”. To avoid duplicated
data, whenever a non-primary field is documented to
map a primary key, the necessary function needs to be
set in target field. In our example, in order to avoid
duplicated data from “eorg_input id” mapped to
primary key “loc_id,” the table action “update if loc id
equals and insert rest” is set.

Database Table Actions - loc (2)

Al input data are compared ba the DB table data, using the operators defined here,
|F all comparisans are true, then the specific action is execuled

Aetion on input data lpdate if. .. ¥ Insert Rest hdl Al E
[DjLc 1D aqual ¥
[TiCAT_CODE v Ingest cton

j Delete Action

[ Use Transasions

Figure 7: Setting Constraints in MapForce

Adjustment of data formats is one of most often work
for data engineering. The entire primary keys from
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MSDB are described by string type, while integer type
is applied for the primary key in C2IEDM. So,
whenever there is a primary key mapping, functions
like “char from code” and “code from char” are used
to convert the required data type. For example, string
type data from the field “activity id” is converted
through function “code from char” to map it to the
integer type field “ACT _ID” in C2IEDM.

Data transformation is a technical process, which is
usually implemented by respective algorithms. In our
C2IEDM data mediation service, two methods are
designed to implement data transformation.

The first method is Java based program, which is
generated by MapForce based on the data engineering
results described above. The resulting mapping
programs are integrated into web service codes to
implement the C2IEDM data mediation service.

The second method is an XSLT and Java-based
mapping method set up between two XML enabled
databases. For this method, XMLSpy, another Altova
tool sufficient to create mature XML applications, was
used to generate the source and target schemas. Using
the same data engineering principles described above,
XSLT codes are automatically generated by MapForce
based on data management.

Although the initial examples are using two databases
as source and target of a transformation, the general
idea is to connect two services using different but
equivalent XML dialects with each other. As already
pointed out, the use of XML to describe the
information exchange requirements of a service
principally enables any composition of services. The
use of common reference models to unambiguously
define the tag sets — e.g. using the C2IEDM — ensures
the semantic consistency of data exchanged. Together,
these ideas can be used to be applied to instantiate
mediation services as needed within service-oriented
architectures using services with various data
interpretations.

Generally, mediation services will navigate between
individual service interpretations of data, i.e., they
translate data from one interpretation into another. If a
common reference model is used, mediation services
can utilize the data modeling results, which map
individual data interpretations to the standardized data
elements of the reference model. Thus, mediation
services can be applied using mediation schemas to
navigate from the individual service interpretation to
the standard and vice versa. This idea is captured in
Figure 8.
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Figure 8: Conceptual View of XML based Data
Mediation Service

This service family can therefore be used to migrate
applications into the loosely coupled environment of
services. The authors envision that such an approach
may be a feasible way for the NATO Modeling &
Simulation Group (NMSG) Exploratory Team ET-016
and the planned follow-on activity MSG-040.
Furthermore, the approach is generally applicable to
every application domain with a common reference
model describing the information exchange needs as
defined by the C2IEDM for military operations.

In summary, the C2IEDM storage and retrieval service
family is a set of open web-based solution suggestions
allowing the use of a web-based C2IEDM database
with a GIG-compatible XML interface. The C2IEDM
data mediation service can be used to make this
database accessible for XML enabled systems which
cannot yet talk C2IEDM, or it can be used for
C2IEDM based information exchange independent
from a database at all.

4 Current and Future Developments

We learned many lessons from and with our industry
partners within the BML projects conducted over the
recent months. In this section, some of these lessons
learned will be described resulting in recommended
current and future developments, which already are or
should be conducted within research institutes to proof
the feasibility of these ideas.

4.1 Graphical User Interfaces

In order to get user-appropriate access and display of
the available information, the interface can easily
become as important as the information itself. This
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calls for a major reworking and expansion of the
current C2ZIEDM GUI.

Currently, the C2IEDM GUI only supports predefined
templates that represent each of the content areas. In
the next generation of the GUI, graphical rendering of
the data will provide a quick reference view from
which the user can extract data without viewing
lengthy hierarchal listings of mission entities and
objectives. The images will be able to communicate
information quickly even to those that are not familiar
with C2IEDM standard. It will also conform to the
JIEO MIL-STD-2525 symbols as another standard that
is to be employed.

The renderings can also show selected information
further exploiting the previously defined content areas.
The idea is to give the user only the information they
want see, allowing each view of the data to be
customizable to each access session. Clutter reduction
also helps to make the intended purpose of the
commander that much clearer, given that the content
areas of the order can be reviewed individually.

Accomplishing customizability within the interface
requires adding additional layers of abstraction
between the data source and the final view.

e The first layer would be that of a selection
interface, where the user will be able to
choose the concept areas they wish to view.
This selection layer will be composed of
cascading services where each service will
strictly comply with a single content area. It
is foreseen that not all content areas will be
able to be subjected to exclusion, therefore
the identification of static selects (i.e. terrain),
as well as dynamic selects (i.e. units, weather,
etc.) will simplify this layer greatly.

e The second layer is an intermediate layer,
which will identify the data selected and
perform aggregation/disaggregation
processes as needed. This layer preps the
data, which comes from the highly
normalized C2IEDM database. The layer
will sit on top of the selection layer below the
GUI as a means to provide last minute data
checking.

e The third layer is the image preparation
phase, where it will be possible to customize
the display screen. It is at this phase where
the information will be transformed into a
format in which the graphical engine can
work with.
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We can utilize many ideas of our partners to develop
this interface. General Dynamics/AIS only recently
sponsored the development of a reconfigurable
interface for heterogeneous databases. Using XML
schemas, the user defines what elements he wants to
display where within menus and/or popup boxes.

This software can be used to realize the ideas described
here. Furthermore, the idea described as “Web Service
Interest Management (WSIM),” which belongs to the
main ideas developed by the XMSF partners, is
published in [11], can be applied to support this
development.

4.2 Complex Mapping

We do not intent to suggest that mapping is an easy
process. Actually, the step data management within
the data engineering process as described in [4] is very
challenging.*

Many examples use single or basic mapping, which
means that one information entity of the source is
mapped to one information entity on the target side.
We made the experience, and our partners shared the
experience as well (see in particular [8]), that basic
mapping is more the exception than the rule. What is
more often observed is complex mapping, which
involves records or fields that occur multiple times for
a single instance, either on the target side or on the
source side or on both sides. In other words: in
complex mapping environments, m:n mappings are the
rule. The following figure captures the early stages of
a method to cope with this challenge.

e In the first step, all elements needed on the
source and target sides must be identified.
We assume that for the general process a top-
down approach will be needed, as bottom-up
approaches are not sufficient. The idea
already has been coped with in [3], but a
rigorous definition within a method is needed.

e In the next step, we identify the type of
mapping. This mapping falls into one of two
categories: 1:n mappings or n:m mappings
(n:1 mappings and 1:1 mappings are trivial
special cases).

The interested reader is refereed to Microsoft’s BizTalk
Server, MSDN library, “Types of Mapping Operations”,
which can be accessed via this link:
http://msdn.microsoft.com/library/default.asp?url=/librar
y/en-us/sdk/htm/ebiz_prog map pjey.asp
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Figure 9: Complex Mapping Process

e If we will be able to define relationships not
only within data models, but ultimately in
ontologies (i.e., concepts explaining the
application domain in a concise and
unambiguous manner), this is the next step.

e The definition of static and dynamic attributes
is necessary for optimization. While static
attributes only must be aligned for the
initialization phase, dynamic attributes change
their value during runtime and are the basis
for information exchange during runtime.’

e As pointed out in [4], the underlying ontology
must be refined within the process, i.e.,
extensions and enhancements are necessary.

Another complete new set of challenges is introduced
when information exchange is not limited to
initialization tasks, but when only parts of the
information are exchanged dynamically. To specify
these requirements goes beyond the scope of this
paper, but [3] gives some first hints by defining a sort
of “business objects” which can be imported and
exported by participating systems in form of propertied
and associated concepts. Both families of concepts
may have mandatory elements, which are not
necessarily provided by the providing information
exchange partner. In case of dynamic exchange, this
must be solved as well. Finally, ontologies can help to
define concepts of similarity to find out if a missing

For an unambiguous understanding, the static parts must
be communicated during the initialization. However,
there is no need to exchange them during runtime as
well. Example: the order-of-battle can be used for
initialization, but only changes are posted during
runtime.
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information element may be derived from or replaced
by another available information element.

This section is just a very rough sketch of very
preliminary ideas; however, they show the potential
and the way to go when generating a methodology,
which can be applied on the big scale as well.

We see that the development of a tool-supported
method that can be applied by educated engineers will
be crucial to the success of BML. Without such a
method, the generation of BML dialects and the
necessary data engineering will be “art” solutions for
individuals, but not the engineering process needed to
support the armed forces.

4.3 MIP-Conformance

Without going into details, it should be stated that the
C2IEDM database we currently use is semantically
compliant to the MIP ideas; however, in order to
become a partner within an operational environment,
more constraints have to be fulfilled. The idea of data
replication mechanisms (DRM) already was reflected
in [2]. In general, DRM connect two or more
databases and keep them consistent by updating data
following protocols such as negotiated push.

ATCCIS established the ATCCIS Replication
Mechanism, which is used within MIP as well. In
order to participate in federations with this approach,
additional metadata containing information on who has
to be informed when (and many other details) has to be
provided. Our database doesn’t support the necessary
metadata yet.

However, if the database is updated and can participate
in replications based on the current ARM, every MIP
system can become the source of data for BML
activities. The cloud in Figure 8 could be replaced by
the information sphere used by real, operational MIP
systems.

It is worth mentioning that the fact that the C2IEDM is
moving towards a Joint Consultation, Command and
Control  Information  Exchange Data  Model
(JC3IEDM) and now even has a broader user
community proofs the value of this approach.
Furthermore, the NMSG ET-16 decided to build its
prototype using C2IEDM compliant web services.

S Summary and Recommendations

The two service families described in this paper are not
academic toy solutions. They could be adapted to the
prototyperdevelopedibyrourrindustryspartners within a
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period of two days and were stable for the period of the
demonstrations.

The authors think that the service families can be easily
integrated into other systems due to their composability
and scalability. We hope that many NATO partners
and other interested allies will use the data mediation
layer to make their XML enabled system C2IEDM
compliant. The solutions leave room for improvement,
but we see them as pointing towards the potential of
future solutions.

However, technical solutions are not sufficient. What
we need in addition to stable technical support is a set
of guiding processes and principles; in other words, we
need an easy to understand and easy to apply tool
supported method as a basis for common engineering
solutions applicable to the armed services, the joint
community, and international applications. That means
that the solution described here is an important step
and a solution directly using data management
activities to configure translation software, even in
form of composable web services; nonetheless, the
academic process of solving the semantic conflicts
described in [4] and mapping the results remains a
problem requiring domain subject matter experts to
solve it.
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